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The best systems will
allow a provider to submit
eligible data directly to
the PSO without the need
to repeat data entry or
map partial data into a
separate system.

Electronic Systems

With more than half of acute care facilities in the United States
utilizing an electronic incident reporting system, it is important

for providers to understand how their electronic system should be
evaluated and managed as it relates to inclusion of the system in the
organization’s definition of PSES. Software functionality can help -
or hurt — efforts to gain maximum protection under the PSQIA while
reducing to the greatest extent possible the associated compliance
risks.

The Common Format taxonomy appears destined to become the
universal language of national patient safety event reporting, and it
provides a valuable framework for collecting, managing and reporting
safety event data for providers with limited or no internal systems to
accomplish this currently.

PSWP protection is not limited to Common Formats, however. Any
eligible information can be protected and submitted to a PSO. Most
providers with robust incident reporting systems will look for ways
to protect information beyond the limitations imposed on them

by Common Formats, to the point where they will likely want to
designate their incident reporting system — in whole or in part — as a
component of their PSES.

A “PSO-ready” incident reporting system should, at the very least,
allow for information required for external reporting to be removed
from the system and replaced with a clearly-marked copy and an
indication that the specific event is not eligible for PSWP protection.
The best systems will allow a provider to submit eligible data directly
to the PSO without the need to repeat data entry or map partial data
into a separate system.

Additionally, the ideal system will automate the distribution off data
to internal and external recipients as needed. Data must be secure,
and an audit trail should exist to show decisions and the routing of
information. Facilities should also be able to control the timing of
submission to the PSO and easily determine what information has
been and not been submitted.
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PSO Participation Facilitates Peer Review in
Challenging Legal Environments

Some providers — in states with strong peer review protections
independent of PSQIA - have expressed concerns that PSO
participation may interfere with their ability to conduct peer review
activities. Internal policies should delineate which activities and
documents are included in peer review systems and which are PSES.

The PSQIA protects from discovery documents created during the
investigation and analysis of serious reportable events and that have
been prepared in anticipation of PSO submission.

The peer review process can be triggered either by the review of

a single event or the identification of a pattern of deviation from
internal norms. A practitioner’s deviation from policy or established
clinical protocols may or may not require corrective action. Additional
investigation is required. The peer review process would not need
the protection of the PSQIA in states with strong peer review
statutes, but the protection is desperately needed in other states.

In areas where the protection of the PSQIA needs to be maximized,
peer review committees and their findings can certainly be defined
as a component of your PSES. However you may have need to create
documents that are needed external to the organization to defend a
lawsuit filed as a result of disciplinary proceedings.

Disciplinary committees would not appropriately be included in the
PSES.

Quantros, Inc. ® 690 N. McCarthy Blvd., Suite 200, Milpitas, CA 95035 e 408.957.3300 e www.quantros.com




QUNTROS

Patient Safety Organizations:
What Every Provider Needs to Know

PSO Participation Facilitates Peer Review in
Challenging Legal Environments, continued

Findings from records sent to an external specialist for review of
clinical decision-making are typically needed for defense of a facility
and are a common step prior to limiting physician privileges. Discuss
proper management of this type of activity with your legal counsel
as you develop your policies and procedures.

The fact that a referral to peer review was made can be documented
in the PSES as part of the ultimate submission to a PSO for review
and analysis, but the outcome of the referral may need to be
excluded as above.

If an investigation is conducted internally or externally, which, for
example, includes evaluation for toxic or controlled substances, then
the evaluations should be excluded from an organization’s PSES and
instead housed in either human resource or credentialing files as
directed by internal policy.

Trends, however, identified in systems that are part of a provider’s
PSES can typically be replicated from billing systems if needed to
substantiate, for legal proceedings, the validity of the initial focused
review.

Providers should seek guidance from legal counsel whenever
activities that could result in changing practitioner privilege are being
considered.
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Functional Access and Component PSOs

Two related issues for providers: The Final Rule provides for PSO
submission through functional access, a process whereby a PSO is
granted access to data directly without a provider having to submit it
(e.g. an organization providing a PSO with a username and password
for its electronic incident reporting system).

While this may appear to provide a no-cost, no-work option for PSO
participation, it poses the significant risk of inadvertently submitting
to the PSO information which may be required for external
submission.

AHRQ has stated that, if a PSO has access to information contained
within a PSES then the information is considered to have been
submitted to the PSO — whether or not the PSO staff has actually
viewed that information — even if it hasn’t physically been submitted
to the PSO.

The risk — of loss of protection and penalties for inappropriate
disclosure -- could be compounded when a provider grants
functional access to a component PSO (a PSO that is part of a

larger organization) in cases where the parent entity provides the
provider’s incident reporting and/or electronic medical record system,
or otherwise has access to provider safety event data.

In cases where providers wish to grant functional access to
component PSOs, they should ensure an absolute firewall exists
between PSO activities and parent entity activities, up to and
including separate staff.
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Providing the highest
quality of patient care

in a safe environment is
of critical importance to
every healthcare provider.
PSO participation
supports your mission

by providing comparative
data, research, and
consultative support.

Conclusions and Key Points

Providing the highest quality of patient care in a safe environment is
of critical importance to every healthcare provider. PSO participation
supports your mission by providing comparative data, research, and
consultative support. By learning from others, we can accelerate
improvements and improve safety.

With a properly defined and documented Patient Safety Evaluation
System and clearly articulated policies and procedures for data
submission to the PSO, providers can take advantage of the
increased legal protections afforded to them under PSQIA while
managing the new compliance risks. To be successful, providers and
healthcare organizations should:

e Understand what information can and can’t be protected
under PSQIA

e |dentify all of the organization’s external reporting requirements
& federal, state, local, joint commission, etc.
< mandatory and voluntary

e C(learly define their PSES
<& what is included and excluded

¢ how data will flow through the system to determine
external reporting requirements and/or PSO eligibility

¢ determine an internal policy regarding timelines for PSO
submission

<& ensure that information reported externally but retained
within the PSES for PSO submission (for analysis and/or to
allow for associated documents to be submitted and tied
to a specific event) is clearly marked as a copy (with the
date that the original event was removed from the PSES)

e Ensure that only staff, trained in the requirements of the PSO
program and PSQIA, are deciding what to submit to the PSO

* Ensure that everyone within the organization who has access
to protected information understands the requirements and
risks of disclosure, especially casual users of the information
(e.g. board of directors).

By utilizing your PSQ’s services and activities to understand your
data, improve knowledge, share your learning and benefit from your
peers, improvements in patient safety can be achieved.
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The Quantros Patient
Safety Center (QPSC)
provides a comprehensive
data collection,
management, reporting
and submission tool for
healthcare providers
across the continuum of
care.

Quantros and the Quantros Patient Safety Center

The Quantros Patient Safety Center (QPSC) has been a DHHS
certified PSO since November of 2008. QPSC provides a
comprehensive data collection, management, reporting and
submission tool for healthcare providers across the continuum of
care. The tool provides maximum flexibility and control of submission
through both capacity to automate PSO submission with preset
conditions or individual event management. In addition, substantial
or expert analytical and improvement services, utilizing its own staff
of clinical experts, as well as those of other leading organizations
and individuals in the field, are provided.

Data submitted to QPSC is encrypted as it is transmitted through
secure sites and is only stored in the Savvis data center, which is
SAAS 70 certified.

Quantros Patient Safety Center is led by dedicated staff focused on
improving patient safety and quality.

Its parent entity, Quantros Inc., is a leading partner to other listing
PSOs, providing technology and services to:

® The Florida Patient Safety Corporation

e The North Carolina Center for Hospital Quality and Patient
Safety

e The Missouri Center for Patient Safety
e The California Hospital Patient Safety Organization

More information about both can be found at www.quantros.com/
pscenter.html.

NOTE: The information in this white paper is not intended as legal
advice. As this movement toward PSOs is somewhat in flux, it is
important to continue to see the latest guidance from AHRQ, review
state-specific policies and seek legal counsel if needed.
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